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!♦ A method of protecting data in a system 
including a microprocessor (106) having at least one 
hardware break point {301} , characterised in that it 
includes an operation of allocating a break point to data 
to be protected, in that it consists of instigating in said 
microprocessor (ICS) the generation of a break or interrupt 
(301) each time one of said protected data is accessed, 

2, A protection method according to claim 1, 
characterized in that it includes an access validity 
verification operation (302, 303) at each break (301) 
triggered by a hardware break point allocated to protected 
data, 

3. i Amended) A protection method according to els ins 1, 
characterized in that it includes an operation {302) of verifying 
che programming of the control registers at each break (30 1) 
triggered by a hardware break point: allocated to projected data * 

4. (Amended) A protection method according to claim 1, 
characterised in that it includes an operation (303) of verifying 
that the interrupt return address is in the authorized area of 
the program at each break (301) triggered by a hardware break 
point allocated to protected data. 
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5- (Amended) A protection method according to claim 2, 
characterised in that it includes an operation (305) of invoking 
ar. error manager if at least one verification operation (302, 
3 03) gives a negative result. 

6. A device for protecting data in a system 
including a microprocessor (106) having at least one 
hardware break point, characterized in that it includes 
means (106) for allocating a break, point to data, to be 
protected. 

7* A protection device according to claim €, 

characterized in that it includes means (106) for verifying 
the validity of each access corresponding to a break 
triggered by a hardware break point allocated to protected 
data . 

8. (Amended) A protection device according to claim. 6, 
characterized in that it includes means {105} for verifying the 
progranunir-g of the control registers* 

9. (Amended) A protection device according to ciaint 6 , 
characterised in that it includes means (106) .tor verifying -that 
the interrupt; return address is in the authorised area of the 
program, 

10. (Amended) A protection device according to claim S, 
characterized in that it includes means (106) for invoking an 
error manager if at least one verification means supplies a 
negative verification result. 
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■■-11* {New} A protect ion method according to claim 2 ( 
characterized in that it Includes at- operation (302 j of verifying 
the programming of the control registers at each break (301} 
triggered by a hardware break point allocated to protected daza , 

12* <Mew) A protect ion roetlnod according to claim 2 , 

characterised in that it includes an operation {303} of verifying 

that the interrupt return address is* in the authorized area of 
the program at each break {301} triggered by a hardware break 

point allocated to protected, data, 

13. (ftev) A protection method according to claim 3/ 
characterised in that it includes an operation (303) of verifying 
that the interrupt return address is in the authorized area of 
the program at each break '(301) triggered oy a h&rdwarfc break 
point allocated to protected data. 

14. {'itfewv & protection method according xx> claim 3, 
characterised, in that it includes an operation (3 05) of invoking 
an error manager if at least one verification operation (302, 
303) gives a negative result. 

15. -(New) A protection method according to claim 4 f 
characterized in that it includes an operation (305) of invoking 
an error manager if at least one verification operation (302, 
303) gives a negative result. 



Application/Control Number: 09/856,613 Page 5 

Art Unit: 2829 

16. (New) A protection device according to claim ?, 
characterised in that it includes means (106) for verifying the 

programming cf I; he control registers* 

17, (New) A protection device according to claim 7, 
characterized in that it includes means (106) for verifying that 
the interrupt return address is in the authorised area of the 
program , 

18. (New) A protection device according to claim 3, 
characterized in that it includes means (106) for verifying that 
the interrupt return address its in the. authorised area of the 
program 

20. (Ainended) A protection device according to claim S, 
characterized in that it includes means (106) for invoking an 
error manager if at least one verification Hasans supplies a 
negative verification result. 

21. (Amended.) A protection device according to claim 9, 
characterized in that it includes nreans (106) for invoking an 
error nanager if at least one verification rnesns supplies a 
negative verification result.-- 



